Weekly SeCurlty RepOrt Security Center

Riverbend Family Health (sample practice) - week ending Oct 19, 2026 —

Needs a look

14 3 2 0

Attacks stopped Unsafe files blocked Suspicious sign-ins Unusual exports
up 5 vs last week up 2 vs last week down 2 vs last week down 1 vs last week

8-week trend

Attacks stopped 14 Suspicious sign-ins 2 Unsafe files blocked 3 Two-step sign-in coverage 86%

Each bar is one week (oldest on the left, this week highlighted). Fewer attacks and sign-in alerts and higher two-step coverage mean improvement.

Certificate health (SSL/TLS)

riverbendhealth.example: grade A+, expires 2027-01-14 (87 days)
portal.riverbendhealth.example: grade B, expires 2026-11-12 (24 days)

Package vulnerability scan

1712 packages checked - O critical - 0 high - 1 medium - 2 low - 3 reviewed

Accounts & access

Two-step sign-in enabled on 6 of 7 admin accounts - 1 account(s) locked by an administrator
Upload screening: built-in rules + MetaDefender Cloud (20+ antivirus engines) - Idle sign-out after 15 minutes

Notable events this week

o Attacker IP 185.220.xxx.xxx blocked for 30 minutes after 26 failed sign-ins (Oct 18)

» Password-guessing attack detected: one IP tried 11 different accounts (Oct 18)

« Blocked unsafe upload: invoice_scan.pdf.exe (hidden Windows program) (Oct 16)

¢ Blocked unsafe upload: referral.docm (Office file with macros) (Oct 15)

* Flagged by 23 antivirus engines: intake_form.zip (MetaDefender Cloud) (Oct 15)

¢ Sign-in from a new device: d.meesee@riverbendhealth.example (admin) (Oct 14)

e SSL certificate for portal.riverbendhealth.example expires in 24 days (Oct 13)

o j.reesce@riverbendhealth.example locked by practice owner (left the practice) (Oct 13)

Auditor sign-off
Reviewed by Dana M. (sample auditor), Coastal Compliance Partners on 2026-10-20
“Access log and weekly report reviewed; no exceptions noted.”

Generated automatically by the Security Center from authorized, non-destructive checks and the platform's own security log.
No tool detects every threat or certifies HIPAA compliance; this report supports, and doesn't replace, your security risk analysis.

MediCRM - medi-crm.com/ip-security-scanner Confidential - for the practice, its auditors and insurers




