IP Security Scanner — Executive Security Summary

Prepared for Sunrise Family Clinic (SAMPLE) - October 16, 2026

44 1 1 2 2 1

Scope

sunrisefamilyclinic.com — verified via dns; authorized by Dr. Ana Morales, Practice Owner; last scan 2026-10-16 (completed)
portal.sunrisefamilyclinic.com — verified via dns; authorized by Dr. Ana Morales, Practice Owner; last scan 2026-10-16 (completed)

Top priorities

[HIGH] Sensitive file is publicly accessible — portal.sunrisefamilyclinic.com. Remove the file from the web root or block it in the web
server configuration, then rotate any exposed secrets.

[CRITICAL] Risky service exposed to the internet — sunrisefamilyclinic.com. Close the port at the firewall or restrict it to a VPN / known
IP addresses.

[MEDIUM] TLS certificate expires within 30 days — portal.sunrisefamilyclinic.com. Renew the certificate before it expires and enable
automatic renewal.

[MEDIUM] Missing Strict-Transport-Security (HSTS) header — sunrisefamilyclinic.com. Add 'Strict-Transport-Security:
max-age=31536000; includeSubDomains'.

[LOW] DMARC policy is set to 'none' (monitor only) — sunrisefamilyclinic.com. After reviewing reports, move DMARC to p=quarantine or
p=reject.

[LOW] Missing Content-Security-Policy header — sunrisefamilyclinic.com. Define a Content-Security-Policy that limits where scripts,
styles and frames may load from.

Limitations: these are authorized, non-destructive external checks of the listed domains only. They do not test every possible weakness, do not
guarantee security, and do not certify HIPAA compliance. Failed or partial scans are labeled and are never treated as clean. HIPAA references
show related safeguards and do not by themselves establish compliance.



IP Security Scanner — Technical Findings Report

Prepared for Sunrise Family Clinic (SAMPLE) - October 16, 2026

44 1 1 2 2 1

Scope

sunrisefamilyclinic.com — verified via dns; authorized by Dr. Ana Morales, Practice Owner; last scan 2026-10-16 (completed)
portal.sunrisefamilyclinic.com — verified via dns; authorized by Dr. Ana Morales, Practice Owner; last scan 2026-10-16 (completed)

Findings

HIGH Sensitive file is publicly accessible 164.312(a)(1) Access in_progress
portal.sunrisefamilyclinic.com control IT — Marcus Lee
https://portal.sunrisefamilyclinic.com/.env returned 200 (text/plain, 2026-07-02
412 bytes)

Fix: Remove the file from the web root or block it in the web server
configuration, then rotate any exposed secrets.

CRITICAL Risky service exposed to the internet 164.312(a)(1) Access open
sunrisefamilyclinic.com control
TCP 3389 (Remote Desktop (RDP)) accepted a connection on
203.0.113.24
Fix: Close the port at the firewall or restrict it to a VPN / known IP
addresses.

MEDIUM TLS certificate expires within 30 days 164.312(e)(1) open
portal.sunrisefamilyclinic.com Transmission security Web agency
Certificate expires in 21 days 2026-06-30
Fix: Renew the certificate before it expires and enable automatic
renewal.

MEDIUM Missing Strict-Transport-Security (HSTS) header 164.312(e)(1) open
sunrisefamilyclinic.com Transmission security

Response has no Strict-Transport-Security header
Fix: Add 'Strict-Transport-Security: max-age=31536000;
includeSubDomains'.

LOW DMARC policy is set to 'none' (monitor only) 164.308(a)(5)(ii)(B) open
sunrisefamilyclinic.com Protection from malicious
_dmarc.sunrisefamilyclinic.com: v=DMARC1; p=none software
Fix: After reviewing reports, move DMARC to p=quarantine or
p=reject.

LOW Missing Content-Security-Policy header 164.312(c)(1) Integrity open

sunrisefamilyclinic.com

Response has no Content-Security-Policy header

Fix: Define a Content-Security-Policy that limits where scripts, styles
and frames may load from.



Finding / evidence HIPAA safeguard Status / owner

MEDIUM HTTP does not redirect to HTTPS 164.312(e)(1) resolved
sunrisefamilyclinic.com Transmission security
http:// returned 200 without an HTTPS redirect
Fix: Add a permanent (301) redirect from http:// to https:// for every

page.

Recent scans

2026-10-16T09:00 - sunrisefamilyclinic.com - completed - checks: tls, http, dns, ports
2026-10-16T09:00 - portal.sunrisefamilyclinic.com - completed - checks: tls, http, dns, ports

Limitations: these are authorized, non-destructive external checks of the listed domains only. They do not test every possible weakness, do not
guarantee security, and do not certify HIPAA compliance. Failed or partial scans are labeled and are never treated as clean. HIPAA references
show related safeguards and do not by themselves establish compliance.



